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1. Introduction and Scope
This Consumer Health Data Privacy Policy ("Policy") is provided pursuant to the Washington My Health My Data Act, RCW 70.372 ("MHMDA"). It applies to Washington State consumers whose consumer health data is collected, processed, or shared by Cedar & Pine LLC ("we," "us," or "our") in connection with our specialty telehealth services.
This Policy covers only consumer health data as defined under the MHMDA. For patients covered under HIPAA, our HIPAA Notice of Privacy Practices governs the handling of protected health information. This Policy addresses health data that may be collected outside the scope of HIPAA.
2. Categories of Consumer Health Data We Collect
We may collect the following categories of consumer health data:
1. Health conditions, diagnoses, symptoms, and treatment information you provide or that is generated through our telehealth services
1. Medications, prescriptions, and related pharmacy or treatment history
1. Appointment scheduling data, including date, time, and nature of visit
1. Biometric data collected during or in connection with virtual consultations (e.g., patient-reported vitals)
1. Health-related communications, including messages, notes, or documents you submit through our patient portal
1. Insurance and billing information relating to health services rendered
1. Device and technical data (IP address, browser type, device identifiers) when you access our online services, to the extent linkable to your health activity
1. Any other information you voluntarily provide that identifies or is reasonably linkable to your health status or care
3. Sources of Consumer Health Data
We collect consumer health data from the following sources:
1. Directly from you, when you register for our services, complete intake forms, schedule appointments, or communicate with our clinical staff
1. Our telehealth platform and patient portal, including data generated during virtual visits
1. Referring providers and healthcare professionals who share clinical information with us for treatment coordination
1. Health information exchanges or electronic health record systems, where applicable and with appropriate authorization
1. Third-party service providers who support our operations (e.g., scheduling software, secure messaging platforms)
1. Publicly available sources and our website or mobile app, to the extent you provide health-related information through those channels
4. Purposes for Which We Use Consumer Health Data
We collect and use consumer health data solely for the following purposes:
1. Providing, delivering, and coordinating specialty telehealth care and clinical services
1. Scheduling, billing, and administering your healthcare appointments and account
1. Communicating with you about your care, treatment plan, follow-up, or test results
1. Complying with legal, regulatory, and licensing obligations, including HIPAA and Washington state law
1. Improving the quality, safety, and effectiveness of our telehealth services through quality assurance and internal audits
1. Fraud prevention, security monitoring, and protecting the integrity of our systems
1. As required or permitted by law, such as reporting to public health authorities or responding to lawful legal process
We do not use your consumer health data for advertising, marketing profiling, or behavioral tracking without your separate, explicit written consent.
5. Sharing and Disclosure of Consumer Health Data
Categories of Data Shared
We may share consumer health data only as described below. We do not sell your consumer health data without your valid written authorization as required by the MHMDA.
Categories of Third Parties Who May Receive Your Data
Healthcare providers and clinical staff: Physicians, specialists, nurses, and other licensed clinicians involved in your care.
Technology and platform vendors: Telehealth platform operators, electronic health record systems, and secure messaging providers who process data on our behalf under written data processing agreements.
Billing and payment processors: Entities that assist with claims submission, payment processing, and insurance coordination.
Legal and compliance parties: Attorneys, auditors, and regulators as required by law or to protect legal rights.
Public health authorities: As required by applicable law for reportable conditions, mandatory reporting obligations, or public health emergencies.
Successor entities: In the event of a merger, acquisition, or transfer of our practice, subject to the same privacy protections.
All third parties who process consumer health data on our behalf are required to enter into written agreements that restrict their use of your data to the purposes for which it was shared and require appropriate security safeguards.
6. Sale of Consumer Health Data
We do not sell your consumer health data to third parties for monetary or other valuable consideration without your prior valid written authorization, as required under the MHMDA. If we ever intend to sell your data, we will obtain your separate, affirmative written consent before doing so. You may revoke any such consent at any time.
7. Your Rights as a Washington Consumer
If you are a Washington State consumer, you have the following rights with respect to your consumer health data:
Right to Confirm and Access: You have the right to confirm whether we collect, share, or sell your consumer health data, and to access a copy of the specific data we hold about you.
Right to Deletion: You have the right to request that we delete your consumer health data, subject to exceptions required by law (e.g., HIPAA retention requirements, legal holds).
Right to Withdraw Consent: You may withdraw consent for our collection or use of your consumer health data at any time. Withdrawal of consent does not affect the lawfulness of processing prior to withdrawal.
Right to Know Third Parties: You have the right to obtain a list of the categories of third parties and specific third parties, if known, to whom we have disclosed your consumer health data.
Right to Non-Retaliation: We will not discriminate against you for exercising any of your rights under this Policy or the MHMDA.
8. How to Exercise Your Rights
To submit a consumer health data rights request, please contact us using one of the methods below. We will respond to verified requests within 45 days of receipt. In some cases, we may extend the response period by an additional 45 days with notice to you.
To protect your privacy, we will verify your identity before fulfilling a request. We may ask for information sufficient to confirm you are the data subject or an authorized agent acting on your behalf.
Contact Information for Rights Requests:
Email: cedar.pine.gyn@gmail.com
Mailing Address: Cedar & Pine LLC, 2918 Colby Ave Ste 206, Everett, WA 98201
Phone: 425-654-1376
Authorized agents may submit requests on your behalf with written documentation of authorization.
9. Data Security
We implement administrative, technical, and physical safeguards appropriate to the sensitivity and volume of consumer health data we process. These measures are designed to protect your data from unauthorized access, disclosure, alteration, or destruction. Security controls include, but are not limited to:
1. Encryption of consumer health data in transit and at rest
1. Access controls limiting data access to authorized personnel with a legitimate need
1. Regular security risk assessments and vulnerability management
1. Staff training on privacy and data security obligations
1. Incident response procedures to detect, respond to, and notify affected individuals of data breaches in accordance with applicable law
10. Data Retention
We retain consumer health data for as long as necessary to fulfill the purposes described in this Policy and to comply with applicable legal and regulatory requirements, including HIPAA medical record retention obligations under Washington State law. When data is no longer required, we dispose of it securely.
11. Geofencing
We do not use geofencing technology to collect or use consumer health data based on a consumer's presence within 2,000 feet of any healthcare facility, in accordance with the MHMDA.
12. Changes to This Policy
We may update this Policy from time to time to reflect changes in our practices or applicable law. When we make material changes, we will update the "Last Updated" date at the top of this Policy and, where appropriate, notify you through our patient portal or other communication channels. Your continued use of our services after changes are posted constitutes acceptance of the updated Policy.
13. Contact Us
If you have questions or concerns about this Policy or our consumer health data practices, please contact our Privacy Officer:
Practice Name: Cedar & Pine LLC
Privacy Officer: Isla Oliver, Founder & CEO
Email: cedar.pine.gyn@gmail.com
Phone: 425-654-1376
Address: 2918 Colby Ave, Ste 206, Everett, WA 98201

This policy is issued pursuant to the Washington My Health My Data Act (HB 1155, RCW 70.372). For more information, visit atg.wa.gov.
